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Course Objectives 

Understanding your organisation, the associated risks and how to mitigate them, for value addition. 

A risk-based audit approach is aimed at maximizing the impact of audit, by focusing on the major 

strategic, regulatory, financial and operational risks that confront an organization. 

Over the last few years, the need to manage risks has been recognized as a critical part of good 

corporate governance. This has put organisations under increasing pressure, to identify all the business risks 

facing them and explain how they manage them. In fact, the activities involved in managing risks have 

been recognized as playing a central and essential role in the maintenance of sound system of internal 

controls. 

 

Course Objectives 

 Understanding Enterprise Risk Management 

 Develop a risk based audit plan 

 Learn how to carry out a risk based audit and produce high quality  risk based  audit reports 

 Appreciate the application of Computer Aided Auditing Tools(CAATs) in Risk Based Auditing 

 Take back the skills learnt into the workplace 

 

Who Should Attend 

Chief Audit Executives, Directors, Heads of Internal Audit, Risk Managers, Audit(internal and external) and 

Control Staff . 

 

 

 

 

 

 

 



 

Course Agenda 

 

Setting the context 

• Understanding objectives and expectations 

• An overview of the three days 

• ‘Icebreaker’ exercise 

What we mean by ERM and why it is important for organisations 

• Defining Enterprise Risk Management 

• Understanding the key elements of an effective risk management process 

• The key drivers for risk management – including corporate governance requirements 

 

Risk Management Standards 

• Review of risk management standards and guides, including COSO Enterprise Framework in brief. 

Overview of risk and types of risks 

• Understanding the different types of risks that an organisation may face 

• Risk categories including strategic, operational, financial, people, information and external risks 

 

The key activities within the risk management cycle 

• Risk identification and categorisation 

• Risk assessment  

• Risk mitigation 

• Risk recording-The Rrisk  Register 

• Risk monitoring 

• Assurance provision 

 

Case Study 

Create a corporate risk register for your organization. 

 

Developing an appropriate framework for risk management 

 

 



• Getting buy-in from the very top of the organisation 

• Developing an appropriate business case for risk management 

• Developing the risk management infrastructure 

• Implementing and embedding risk management into the culture of the organisation 

• Control Risk Self-Assessment (CRSA) 

 

Refocusing the role of audit to include risk 

 

• The paradigm shift in internal auditing – how internal auditing has shifted over the last two 

decades and some crystal ball gazing for the future 

• Internal audit involvement in risk management, including a review of the Institute of Internal 

Auditor’s(IIA) position statement on the role of internal audit in ERM – interactive exercise 

• Using internal audit to promote enterprise risk management 

 

Why risk based internal auditing? 

• What we mean by risk based internal auditing including a review of IIA   guidance on the subject 

• A review of other guidance on RBIA and pulling it all together 

• How RBIA differs from current approaches i.e. systems and process based auditing 

• What adopting RBIA may mean for your organization and your internal audit function 

•       Internal Audit and the Audit Committee 

 

Auditing the risk management processes of the organization 

 

• Why do we need to do this audit? 

• A programme of how to carry out such an audit will be provided to course delegates and we will 

work through this in the context of their own organisation 

 

Strategic audit planning using a risk based approach 

 

• Reliance on the organisation risk registers 

• Nature and purpose of risk based internal audit plans 

• Using RBIA to develop the ‘audit universe’ 



  

Planning and executing an individual audit assignment 

• Mapping processes to identify risks and drivers, including case study example 

• Working with the client to identify risks within their business processes and functional areas 

• Translating the identified risks into an audit assignment programme – case study example 

• Undertaking a risk based audit, including appropriate use of compliance and transactions testing – 

case study example 

 

Case study - Develop a risk based internal audit plan (including consideration of risks, resources, timescales 

and the level of assurance required) 

 

The skills audit 

 

• Understanding the skills and competencies needed under the new approach 

• Getting and maintaining these skills 

• How to carry out a skills audit for your own internal audit function 

 

Risk Based Audit Reports 

What recipients of the report expect 

• A session to discover what report recipients really think of the reports they received and what they 

would like the reports to be like. 

 

• Keeping it simple – case study 

The essence of reporting is to keep things simple.  This session will examine some report and journalistic 

extracts and delegates will be asked to review and rewrite a selection of these. 

Making your reports easy to read and act upon                                 

 

• Using the right tone and language 

• Taking a positive approach 

• Writing clearly and concisely 

• Making your report user friendly 

• Articulating the findings and highlighting the risks 



 

Academy 

 

 

Case study: 

Participants will be asked to review a ‘real’ risk based audit  report and to critically examine the format, 

content etc.  They will be asked to consider the impact this report may have on the recipient(s) and to 

suggest how it might be improved. 

 

Application of Computer Aided Auditing Tools(CAATs) in Risk Based Internal Auditing 

  

Course conclusion and action planning 

• Action planning to consider how best to implement this approach into your organization 
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